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SDNFV Security Research - Objectives

Identifying, raising awareness, 
and recommending solutions to 
potential vulnerabilities in SDNFV 
network design and deployment.

Exploring scalable, analytics-
based monitoring and forensics 
capabilities, and security 
solutions for these new network 
architectures.



Agenda for the talk

1. Security Support (ONOS/ODL)

2. Security-specific Projects/Applications (ONOS/ODL)

3. Security-focused design (ONOS/ODL)

4. Conclusion



Security Support – ONOS



Security Support - ONOS

2015 – 1 CVE
2017 – 6 CVEs
2018 – 5 CVEs



Security Support - ODL



Security Support - ODL

2014 – 2 CVEs
2015 – 5(4) CVEs
2016 – (2) CVEs
2017 – 8 CVEs
2018 – 2 CVEs



Security-specific Projects/Applications - ONOS

2015/2016

Security-Mode ONOS

Access Control based on DHCP

Access Control List (ACL)

AAA

2017-2019

ARTEMIS (Automated System against BGP Prefix Hijacking)

VPLS (Virtual Private LAN Service)

Policy Framework for ONOS

Secure Controller Design

Control Process (Application) Isolation

Implementation of Policy Conflict Resolution

Multiple Controller Instances – Resilience 

Multiple Application Instances – Resilience

Secure Storage



Security-specific Projects/Applications - ODL

2013-2016

Defense4All

Secure Network Bootstrapping Interface

AAA

Unified Secure Channel

Controller Shield

Cardinal – ODL Monitoring as a Service

Managed Project 



Security-focused design - ONOS

Secure Controller Design

Control Process (Application) Isolation

Implementation of Policy Conflict Resolution

Multiple Controller Instances – Resilience 

Multiple Application Instances – Resilience

Secure Storage



Security-focused design - ODL



Security-focused design - ODL



Conclusion

OpenDaylight ONOS

Meanwhile … “Tungsten Fabric (formerly known as 
OpenContrail) is a secure software defined networking project 
designed for the cloud native, multicloud environment.”
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