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Agenda ● SDN Teleportation

● OpenFlow Handshake 

Vulnerability

CVE-2018-1000155
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Inspiration
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Backdoors
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SDN Teleportation (EuroSP’17)
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Switch 
Identification 
Teleportation

● OpenFlow Handshake

● Switches use the same Data Path 

Identifier (DPID) to the same 

controller
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OpenFlow 
Handshake
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Switch 
Identification 
Teleportation

With ONOS
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Switch 
Identification 
Teleportation

With FloodLight [Dover] and 
OpenDaylight
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Switch 
Identification 
Teleportation

With RYU
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SDN Covert Timing Channel (Networking 2018)

● Switch Id Teleportation with ONOS

● Can reach 20bps with ~90% 

accuracy in our setup

● CVE-2018-1000155
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CVE-2018-1000155: OF Handshake Vuln.

● Lack of authentication

● Lack of authorization

● Denial of service

● Difficult to specify the outcome for a switch ID collision at the controller in OpenFlow

● Public announcement some time in May
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CVE-2018-1000155: Proposed Mitigation

● Unique TLS certificates for switches

● White-list of switch DPIDs at controllers [Gray et al.] and the switches’ respective public-key 

certificate identifier

● A controller mechanism that verifies the DPID announced in the OpenFlow handshake is over the 

TLS connection with the associated (DPID) certificate
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