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Motivation
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x ONOS applications are granted a powerful authority
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®x Can perform any network operations desired

x |nstall flow rules! :
Read flow statistics! ONOS Network View
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Mission-critical applications may be affected
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Conservative-mode ONOS:
The Objectives

x Offer a new option for granting the true minimum required
capability to ONOS applications (Least-privileged)

x |Let the network operators know what each ONOS application
IS capable of
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Conservative-mode ONOS:
Permission model

(1) Bundle-level Role-based Access Control

ONOS applications must access the NB APIs and other necessary utilities

(2) Application-level Role-based Access Control

ONOS applications must ACCESS
the NB APIls (Admin Services)

(3) APIl-level Permission-based Access Control

ONOS application must be granted a to make each AP call
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Conservative-mode ONOS:

</

AAANA

name="onos—examp le—app" description="ONOS App policy example'>

>

> ONOS Application </ >

> non-admin </

Onos.
Onos.
Onos.
Onos.

(1) Bundle-level Role-based Access Control

> (2) Application-level Role-based Access Control

name="0nos
name="0nos
name="0onos
name="0onos

.permission. INTENT_WRITE"/>
.permission.DEVICE_READ"/>
.permission. TOPOLOGY_EVENT"/>
.permission.PACKET_EVENT"/>

Policy file (example)

(3) APIl-level Permission-based Access Control

x <type> : a bundle is an ONOS application or NOT

x <role> : an ONOS application is administrative app or NOT

® <uses-permission> : a list of permissions to be granted to an ONOS app bundle
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Thank youl
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Backup
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